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BRIEF ON APPEAL ON BEHALF OF APPELLANT 

In support of the Notice of Appeal filed January 14, 2008, appealing the 
Examiner's rejection of each of Claims 1-83 in the Final Rejection mailed September 14, 
2007, Appellant hereby provides the following remarks. 

I. REAL PARTY IN INTEREST 

The present application is assigned to Marvell International, Ltd. as recorded in 
the Patent and Trademark Office on March 9, 2004 at Reel 015131, Frame 0782. 

II. RELATED APPEALS AND INTERFERENCES 

The undersigned, the Assignee, and the Appellant does not know of any other 
appeals or interferences which would directly affect or that would be directly affected by, 
or have a bearing on, the Board's decision in this Appeal. 

III. STATUS OF THE CLAIMS 

Claims 1-83 are currently pending and are reproduced in the attached Appendix 
A. Each of these claims is currently pending in the application. 

IV. STATUS OF THE AMENDMENTS 

The claims have not been amended subsequent to the Final Rejection, and there 
are no unentered amendments. 
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V. SUMMARY OF THE CLAIMED SUBJECT MATTER 

Security of distributed content is important for content providers in preventing 
piracy. The media that is stored on a disk drive may be separated from the drive, which 
makes it difficult to defeat bit-by-bit copying of digital content. 

The present application in various embodiments relates to secure hard drives 
(HDs) and systems, as well as methods for distributing digital content. An example of a 
content distributor is shown in FIG. 2, and an example of a secure HD is shown in FIG. 
3A. 

The content distributor uses an encryption module to encrypt content that is 
distributed to the secure HD using a content key. The content key is also encrypted 
using a public key of the secure HD. The encrypted content and the encrypted content 
key are downloaded to the secure HD and may be stored on a medium, such as the 
medium 72 of FIG. 3A. 

The secure HD, in order to decrypt the encrypted content, decrypts the encrypted 
content key. To decrypt the encrypted content key, the secure HD generates a public 
key and a private key. The public key may be generated using the private key. The 
private key is generated based on a device specific identification (ID), such as the chip- 
ID 86 of FIG. 3A. The private key is not stored on the medium or the SOC, rather the 
private key is generated based on an ID located on the SOC. 

The device specific ID is specific to the secure HD and, more particularly, to the 
system on chip (SOC) of the HD. The device specific ID can not be generated by other 
devices, such as other HDs that are similar to the secure HD. Thus, should the medium 
of the secure HD, such as the medium 72, be separated from the secure HD the content 
thereon cannot be decrypted or copied. Should a hacker that is attempting to decrypt 
an encrypted content key obtain access to the public key, the hacker would be unable to 
decrypt the encrypted content key without having the private key (see paragraph [0043] 
of the present application). This allows distribution of a secure personal content library 
with a low risk of loss of the digital content to piracy. 
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Independent Claim 1 recites a secure hard drive that includes a storage medium 
that stores encrypted digital content and corresponding encrypted content keys (e.g., 
the HD of FIG. 3A that includes a storage medium 72; and paragraph [0027], lines 1-3). 
A public key decryption module receives one of the encrypted content keys from the 
storage medium (e.g., the HD of FIG. 3A that includes a public key decryption module 
84 that receives an encrypted content key 64; and paragraph [0028], lines 5-6). The 
public key decryption module decrypts the encrypted content key using a private key 
and generates a content key (e.g., the HD of FIG. 3A that includes the public key 
decryption module 84; paragraph [0028], lines 8-12; and paragraph [0029], lines 1-3). A 
block decryption module receives the encrypted digital content corresponding to the 
encrypted content key from the storage medium and the content key from the public key 
decryption module (e.g., the HD of FIG. 3A that includes a block decryption module 90; 
and paragraph [0029], lines 1-5). The block decryption module decrypts the encrypted 
content using the content key (e.g., the HD of FIG. 3A that includes the block decryption 
module 90; and paragraph [0029], lines 3-5). The private key is generated based on a 
device specific ID (e.g., the HD of FIG. 3A that includes a chip-ID 86 and the public key 
decryption module 84 and paragraph [0028], lines 8-11). 

Independent Claim 20 recites a secure hard drive that includes a magnetic 
storage medium and a SOC (e.g., the HD of FIG. 3A that includes the storage medium 
72 and SOC 70; and paragraph [0027], lines 1-7). The magnetic storage medium 
stores encrypted digital content and corresponding encrypted content keys (e.g., the HD 
of FIG. 3A that includes the storage medium 72; and paragraph [0027], lines 1-3). The 
SOC includes a public key decryption module and a block decryption module (e.g., the 
HD of FIG. 3A that includes the SOC 70, the public key decryption module 84 and the 
block decryption module 90; and paragraphs [0027] and [0029]). The public key 
decryption module receives one of the encrypted content keys from the magnetic 
storage medium (e.g., the HD of FIG. 3A that includes a public key decryption module 
84 that receives an encrypted content key 64; and paragraph [0028], lines 5-6). The 
SOC decrypts the encrypted content key using a private key of the SOC to generate a 
content key (e.g., the HD of FIG. 3A that includes the public key decryption module 84; 
paragraph [0028], lines 8-12; and paragraph [0029], lines 1-3). The block decryption 
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module receives the encrypted digital content corresponding to one of said encrypted 
content keys from the magnetic storage medium and the content key from the public 
key decryption module (e.g., the HD of FIG. 3A that includes a block decryption module 
90; and paragraph [0029], lines 1-5). The block decryption module decrypts the 
encrypted content using the content key (e.g., the HD of FIG. 3A that includes the block 
decryption module 90; and paragraph [0029], lines 3-5). The public key decryption 
module generates the private key based on a device specific ID (e.g., the HD of FIG. 3A 
that includes a chip-ID 86 and the public key decryption module 84 and paragraph 
[0028], lines 8-1 1 ). 

Independent Claim 31 recites a secure hard drive that includes storing means for 
storing encrypted digital content and corresponding encrypted content keys (e.g., the 
HD of FIG. 3A that includes a storage medium 72; and paragraph [0027], lines 1-3). 
Public key decryption means receives one of the encrypted content keys from the 
storing means (e.g., the HD of FIG. 3A that includes a public key decryption module 84 
that receives an encrypted content key 64; and paragraph [0028], lines 5-6). The public 
key decryption means decrypts the encrypted content key using a private key to 
generate a content key (e.g., the HD of FIG. 3A that includes the public key decryption 
module 84; paragraph [0028], lines 8-12; and paragraph [0029], lines 1-3). Block 
decryption means receives the encrypted digital content corresponding to the encrypted 
content key from the storing means and the content key from the public key decryption 
means (e.g., the HD of FIG. 3A that includes a block decryption module 90; and 
paragraph [0029], lines 1-5). The block decryption means decrypts the encrypted 
content using the content key (e.g., the HD of FIG. 3A that includes the block decryption 
module 90; and paragraph [0029], lines 3-5). The private key is generated based on a 
device specific ID (e.g., the HD of FIG. 3A that includes a chip-ID 86 and the public key 
decryption module 84 and paragraph [0028], lines 8-1 1 ). 

Independent Claim 50 recites a secure hard drive that includes magnetic storing 
means for storing encrypted digital content and corresponding encrypted content keys 
and a SOC (e.g., the HD of FIG. 3A that includes the storage medium 72 and SOC 70; 
and paragraph [0027], lines 1-7). The SOC includes public key decryption means for 
receiving one of the encrypted content keys from the magnetic storage means (e.g., the 
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HD of FIG. 3A that includes a public key decryption module 84 that receives an 
encrypted content key 64; and paragraph [0028], lines 5-6). The SOC decrypts the 
encrypted content key using a private key of the SOC to generate a content key (e.g., 
the HD of FIG. 3A that includes the public key decryption module 84; paragraph [0028], 
lines 8-12; and paragraph [0029], lines 1-3). Block decryption means receives the 
encrypted digital content corresponding to the encrypted content key from the magnetic 
storing means and the content key from the public key decryption means (e.g., the HD 
of FIG. 3A that includes a block decryption module 90; and paragraph [0029], lines 1-5). 
The block decryption means decrypts the encrypted content using the content key (e.g., 
the HD of FIG. 3A that includes the block decryption module 90; and paragraph [0029], 
lines 3-5). The public key decryption module generates the private key based on a 
device specific ID (e.g., the HD of FIG. 3A that includes a chip-ID 86 and the public key 
decryption module 84 and paragraph [0028], lines 8-1 1 ). 

Independent Claim 61 recites a method for distributing digital content that 
includes storing encrypted digital content and corresponding encrypted content keys on 
a storage medium (e.g., the HD of FIG. 3A that includes a storage medium 72; and 
paragraph [0027], lines 1-3). One of the encrypted content keys is received from the 
storage medium (e.g., the HD of FIG. 3A that includes a public key decryption module 
84 that receives an encrypted content key 64; and paragraph [0028], lines 5-6). The 
encrypted content key is decrypted using a private key to generate a content key (e.g., 
the HD of FIG. 3A that includes the public key decryption module 84; paragraph [0028], 
lines 8-12; and paragraph [0029], lines 1-3). The encrypted digital content 
corresponding to the encrypted content key is received from the storage medium (e.g., 
the HD of FIG. 3A that includes a block decryption module 90; and paragraph [0029], 
lines 1-5). The encrypted content is decrypted using the content key (e.g., the HD of 
FIG. 3A that includes the block decryption module 90; and paragraph [0029], lines 3-5). 
The private key is generated based on a device specific ID (e.g., the HD of FIG. 3A that 
includes a chip-ID 86 and the public key decryption module 84 and paragraph [0028], 
lines 8-11). 

Dependent Claim 10 recites the secure hard drive of Claim 9 and requires that 
the public key decryption module perform digital signature verification of a content 
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directory entry corresponding to content that is selected for play (e.g., paragraph [0032]; 
paragraph [0034], lines 1-3; paragraph [0038], lines 1-3; paragraph [0040], lines 5-6; 
and paragraph [0042], lines 1-7). 

Dependent Claim 11 recites the secure hard drive of Claim 9 and requires that a 
content directory entry contain a clear content counter that specifies a portion of a 
corresponding content that is not encrypted (e.g., paragraph [0036], lines 7-10 and 
paragraph [0041]). 

Dependent Claim 27 recites the secure hard drive of Claim 26 and requires that 
the public key decryption module performs digital signature verification of a content 
directory entry corresponding to content that is selected for play (e.g., paragraph [0032]; 
paragraph [0034], lines 1-3; paragraph [0038], lines 1-3; paragraph [0040], lines 5-6; 
and paragraph [0042], lines 1-7). 

Dependent Claim 40 recites the secure hard drive of Claim 39 and requires that 
the public key decryption means performs digital signature verification of the content 
directory entry corresponding to the content that is selected for play (e.g., paragraph 
[0032]; paragraph [0034], lines 1-3; paragraph [0038], lines 1-3; paragraph [0040], lines 
5-6; and paragraph [0042], lines 1-7). 

Dependent Claim 41 recites the secure hard drive of Claim 39 and requires that a 
content directory entry contain clear content counting means for specifying a portion of 
the corresponding content that is not encrypted (e.g., paragraph [0036], lines 7-10 and 
paragraph [0041]). 

Dependent Claim 57 recites the secure hard drive of Claim 56 and requires that 
the public key decryption means performs digital signature verification of a content 
directory entry corresponding to content that is selected for play (e.g., paragraph [0032]; 
paragraph [0034], lines 1-3; paragraph [0038], lines 1-3; paragraph [0040], lines 5-6; 
and paragraph [0042], lines 1-7). 

Dependent Claim 67 recites the method of Claim 66 and further includes 
performing digital signature verification of the content directory entry corresponding to 
the content that is selected for play (e.g., paragraph [0032]; paragraph [0034], lines 1-3; 
paragraph [0038], lines 1-3; paragraph [0040], lines 5-6; and paragraph [0042], lines 1- 
7). 
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Dependent Claim 79 recites the secure hard drive of claim 78 and requires that 
the device specific ID is an ID associated with the secure hard drive (e.g., the HD of 
FIG. 3A that includes a chip-ID 86; and paragraph [0028], lines 8-11). 

Dependent Claim 83 recites the secure hard drive of claim 1 and requires that 
the public key decryption module generates the private key based on a chip ID of the 
secure hard drive (e.g., the HD of FIG. 3A that includes a chip-ID 86; and paragraph 
[0028], lines 8-1 1 ). 

VI. GROUNDS OF REJECTION TO BE REVIEWED ON APPEAL 

Appellant seeks the Board's review of the rejection of Claims 1-21 , 23-79 and 81- 
83 under 35 U.S.C. 103(a) as being unpatentable over Sims III (U.S. Pat. No. 
6,550,011; hereinafter "Sims") in view of Tai et al. (U.S. Pub. No. 2004/0034785; 
hereinafter "Tai"). 

VII. ARGUMENTS 

A. The Rejections 

The rejections that are the subject of this Appeal are the rejections of each of 
independent Claims 1, 20, 31, 50 and 61 and dependent Claims 10, 11, 27, 40, 41, 57, 
67, 79 and 83 under 35 U.S.C. § 103(a) as allegedly being unpatentable over Sims in 
view of Tai. 

With respect to independent Claims 1, 20, 31, 50 and 61, the Examiner alleges 
that Sims discloses a public key decryption module that receives an encrypted content 
key from a storage medium and that decrypts the encrypted content key using a private 
key to generate a content key. See page 3 of the Final Office Action of September 14, 
2007. 

The Examiner admits that Sims fails to disclose the generation of the private key, 
which is used to decrypt the encrypted content key, using a device specific ID. In an 
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attempt to make up for the admitted deficiency of Sims, the Examiner notes that Tai 
teaches an encrypted mechanism that uses a chip die ID to generate a private key 
(referring to paragraph [0037] of Tai; see Page 4, Lines 1-4 of the Final Office Action). 

With respect to dependent Claims 10, 27, 40, 57 and 67, the Examiner alleges 
that Sims discloses a public key decryption module that performs digital signature 
verification of a content directory entry corresponding to content that is selected for play 
and refers to col. 15, line 48 and to col. 17, line 25 of Sims. 

With respect to dependent Claims 11 and 41, the Examiner alleges that Sims 
discloses where a content directory entry contains a clear content counter that specifies 
a portion that is not encrypted and refers to col. 1 5, lines 7-21 and to col. 1 1 , lines 34-46 
of Sims. 

With respect to dependent Claims 79 and 83, the Examiner alleges that a chip ID 
is intrinsic to the device where the chip is being utilized. 

B. Claim Distinctions 

1. Distinctions regarding independent Claims 1, 20, 31, 50 and 61 

Appellant respectfully submits that Sims and Tai fail to show, teach, or suggest 
all of the limitations of Appellant's Claims 1, 20, 31, 50 and 61. 

With respect to Claims 1, 20, 31, 50 and 61, Sims and Tai fail to at least show, 
teach, or suggest a secure hard drive public key decryption module that decrypts an 
encrypted content key using a private key that is generated based on a device specific 
ID. Note that the private key is not used to decrypt encrypted content, but rather is used 
to provide a content key for such decryption. Sims and Tai fail to show, teach or 
suggest the stated decryption. 

As Claims 1, 20, 31, 50 and 61 recite a public key decryption module for a HD 
that encrypts a content key, Claims 1, 20, 31, 50 and 61 are directed to distributed 
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content. In a distributed content environment, the content is encrypted by a distributor 
prior to reception by end users. The end users decrypt the content based on a received 
content key and a public/private key combination. 

Traditionally, hard drives that are similar to each other may have or have access 
to the same private/public key sets. Thus, for example, should a storage medium such 
as a disk (platter) be removed from a hard drive, another hard drive may be able to 
decrypt information on that disk. The invention of Claim 1 prevents such access and 
limits decryption of content on a disk to only an individual hard drive with the device 
specific ID. 

The Examiner admits that Sims fails to disclose a private key that is generated 
based on a device specific ID. For at least this reason, Sims also fails to disclose 
decryption of an encrypted content key using a private key that is generated via a 
device specific ID. 

The Examiner alleges that Tai discloses a private key that is generated via a 
device specific ID. The Examiner further alleges that the keys of Sims and Tai are 
cryptographic keys and because of this it would have been obvious to generate the 
device specific key of Sims using the private key generation technique of Tai. Appellant 
submits that the private key of Tai is substantially different and is used differently than 
the device secret key of Sims and the private key of Claim 1 . 

As best understood by Appellant, Sims is directed to security of distributed 
content. The device secret key of Sims is used to decrypt a content key, which is in turn 
used to decrypt distributed content. 

In contrast and as best understood by Appellant, Tai is directed to security of 
boot-up software that is transferred between memories of a device. Tai discloses a 
private key that is used to encrypt boot-up software of a device, not to decrypt a content 
key. The boot-up software is locally stored on the device and is not distributed. The 
device includes ROM and a controller with RAM. The boot-up software is stored in the 
ROM. Upon an initial power up of the controller at an end product manufacturing site, 
the boot-up software is downloaded from the ROM to the RAM. The controller encrypts 
the boot-up software using a 64-bit number that is based on a chip's die ID number. 
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Once encrypted, the boot-up software is up-loaded and stored on the ROM for future 
use. 

The boot-up software of Tai is encrypted at the manufacturing site and stored on 
the ROM prior to the corresponding computer system being delivered to an end user. 
Once the end user receives the computer system, the encrypted software is simply 
decrypted for use by the computer system. Thus, this encryption of Tai is directed to 
boot-up software that is stored and that remains on an onboard memory of a device. 
Tai is not directed to content that is distributed over a network. Tai does not use 
content keys and/or private/public key combinations. 

In paragraph [0053], Tai states that previously known solutions use public and 
private keys, whereas the system of Tai creates an encryption key by itself. Tai states 
that public and private keys are not used. Thus, Tai explicitly teaches away from the 
use of public/private key combinations. Therefore, Tai does not disclose the decryption 
of an encrypted content key using a private key that is generated via a device specific 
ID. 

Since there is no operative relationship between the device secret key of Sims 
and the private key of Tai and since Tai teaches away from the use of public/private key 
combinations, there would be no reason to combine and/or modify the decryption 
techniques of Sims using the private key encryption of Tai. In Sims, the content key is 
distributed to multiple end users and the device secret key is used to decrypt a content 
key, not to encrypt distributed content. In Tai, the boot-up software is locally and 
internally encrypted via the private key. The boot-up software is not used for the 
decryption of a content key. Also, throughout Tai it is stated that private and public keys 
are not used, see paragraphs [0011] and [0053] and claim 3 of Tai. Thus, the protection 
techniques and applications of Sims and Tai are substantially different. 

Also, Applicant further submits that cryptography is a very broad area. 
Cryptography is used in various mathematic, computer science, and engineering 
applications. The mere suggestion that the references can be combined based on the 
references being in the field of cryptography falls far short of the explicit analysis that 

is required by the Supreme Court in KSR Int'l v. Teleflex Inc., 550 U.S. (2007). 

Absent such an express teaching or suggestion in the references, the explicit analysis 
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and reasoning must be supplied by the Examiner, /of. In other words, the Examiner is 
required to provide explicit reasoning as to why one skilled in the art would be motivated 
to decrypt a content key using a private key that is generated based on a device specific 
ID. Here, the Examiner merely notes that it would have been obvious to generate the 
device specific key of Sims using the private key generation technique of Tai and fails to 
provide explicit analysis and reasoning as required. 

In addition, when a reference teaches away from the claimed subject matter, a 
rejection based on obviousness can not stand. See In re Sullivan, 498 F.3d 1345 (Fed. 
Cir. Aug. 29, 2007). Evidence rebutting a prima facie case of obviousness can include 
"that the prior art teaches away from the claimed invention in any material respect", Id. 
As Claim 1 is directed to distributed content and recites use of a content key, a 
public/private key combination is inherently used. Explicit use of a public key is recited 
at least in dependent Claims 22 and 80. 

Furthermore, one cannot simply replace the device secret key of Sims with the 
private key of Tai, as the keys are used differently. The private key of Tai is used for 
encryption of boot-up software and the device secret key of Sims is used for the 
decryption of an encrypted content key. Thus, it is improper to combine the teachings 
of Sims and Tai, as suggested. 

It is a longstanding rule that to establish a prima facie case of obviousness of a 
claimed invention, all of the claim limitations must be taught or suggested by the prior 
art. In re Royka, 180 USPQ 143 (CCPA 1974), see M.P.E.P. §2143.03. 

Therefore, Claims 1 , 20, 31 , 50 and 61 should be allowable for at least the above 
reasons. 

2. Dependent Claims 2-19, 21-30, 32-49, 51-60 and 62-83 

Claims 2-19, 21-30, 32-49, 51-60 and 62-83 ultimately depend from Claims 1, 20, 
31 , 50 and 61 and should be allowable for at least similar reasons. 

With respect to Claims 10, 27, 40, 57 and 67, the Examiner alleges that Sims 
and Tai disclose a public key decryption module that performs digital signature 
verification of a content directory entry corresponding to content that is selected for play, 
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as claimed. The Examiner refers to col. 15, line 48 and to col. 17, line 25 of Sims for 
such disclosure. 

In col. 15, lines 46-49, Sims discloses encryption of content use information in 
order to protect the information from unauthorized alterations. In col. 17, lines 23-27, 
Sims discloses the comparing of a public key to content use information to determine if 
a device is authorized to receive content. These sections do not disclose signature 
verification of a content directory corresponding to content that is selected for play. 
Applicant is unable to find disclosure of this feature anywhere in Sims. 

In the Advisory Action of December 7, 2007, the Examiner further states that 
Sims discloses the use of a public key and digital certificates that teach the use of digital 
signatures to verify if a device is authorized to receive content based on content use 
information. Appellant submits that this is irrelevant, as the verification by a distributor 
that a receiving device is authorized to receive content, is unrelated to a public key 
decryption module of a receiving device that performs digital signature verification. 

In Sims a distributor confirms that a user device or device that is receiving 
distributed content is authorized prior to transmission of the content. In contrast, the 
claimed secure HD, which may be referred to as a device that receives distributed 
content, performs a digital signature verification. Also, the secure HD performs this 
verification on a content directory entry corresponding to content that is selected for 
play. This feature is simply not provided in the relied upon art. 

Thus, Claims 10, 27, 40, 57 and 67 are further allowable for at least the above 
reasons. 

With respect to Claims 11 and 41, the Examiner alleges that Sims and Tai 
disclose a content directory entry that contains a clear content counter that specifies a 
portion of a corresponding content that is not encrypted, as claimed. The Examiner 
refers to col. 15, lines 7-21 of Sims for such disclosure. 

In the Advisory Action, the Examiner states that the clear content counter is used 
to track content that is permitted to be played. Appellant submits that the clear content 
counter is not only directed to content that is permitted to be played, but also to 
distributed content that is not encrypted. 
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The claimed clear content counter is used to indicate a portion of digital content 
that is received from a distributor that is not encrypted. The clear content counter refers 
to content that is received by a distributor, that is identified as inactive by the distributor, 
but is not encrypted and thus can be played. When content is inactive, a receiving 
device is normally unable to play the content, as the content is encrypted and/or 
protected by a digital signature of the content distributor. However, a distributor may 
provide a sample of inactive content. The sample is received from the distributor and 
may be unencrypted, allowing a receiver to play the corresponding content. See 
paragraphs [0032] and [0041] of the present application. 

In col. 15, lines 7-21, Sims discloses content use information that includes rules 
establishing authorized use of content. The rules include a permitted number of 
playback times and indication of when content should be deleted. In other words, Sims 
discloses content use information that includes the number of playback iterations 
permitted and when content should be removed from a user's device. The content use 
information is unrelated to what content is encrypted. Knowledge of a number of 
permitted playbacks and when content should be deleted also does not suggest what 
portion of content is active. The content use information appears to be applied to 
content that is active in its entirety. 

The Examiner further refers to col. 11, lines 34-46 of Sims for the disclosure of 
the limitations of Claims 11 and 41. In col. 11, lines 34-46, as best understood by 
Appellant, Sims discloses a generation counter and other content use information. The 
generation counter is used to count movement of a content key. See col. 15, lines 11- 
13 of Sims. The generation counter is unrelated to unencrypted content. The other 
content use information mentioned in col. 11, lines 34-46 does not include a counter. 

Thus, Claims 1 1 and 41 are further allowable for at least the above reasons. 

With respect to Claims 79 and 83, Sims and Tai do not at least show, teach or 
suggest a device specific ID that is an ID associated with a secure hard drive. The 
Examiner alleges that a chip ID is intrinsic to a device where the chip is being utilized. 
Appellant submits that this is irrelevant as a chip ID may be used differently and for a 
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different purpose. For this reason, systems that operate based on a chip ID may 
perform different functions and provide a different end result. 

Appellant submits that Sims does not disclose the use of a chip ID. Although Tai 
discloses the use of a chip ID, the use appears to be with respect to a computer or host 
device, not a hard drive. It appears that the controller of Tai is not a HD or part of a HD. 
The chip's die ID number is located on a controller of an integrated circuit that has RAM 
for storage of boot-up software. It appears that the controller of Tai is a controller of a 
host/computer, not a controller of a HD. 

The chip ID of Tai is used for the encryption of boot-up software. The chip ID 
claimed is used for the decryption of an encrypted content key. The use as explained 
above by Tai is substantially different than the use recited in the claims of the present 
application. As the use is substantially different, the system operations with respect to 
the use of a chip ID are also substantially different. 

Thus, Claims 79 and 83 are further allowable for at least the above reasons. 
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VIII, CONCLUSION 

Appellant respectfully requests the Honorable Board of Patent Appeals and 

Interferences to reverse the Examiner's rejection of each of pending Claims 1, 10, 11, 
20, 27, 31, 40, 41, 50, 57, 61, 67, 79 and 83. Appellant respectfully submits that the 
prior art does not teach or suggest one or more limitations of the claims as discussed 
above. Accordingly, for at least the aforementioned reasons, Appellant respectfully 
requests the Honorable members of the Board of Patent Appeals and Interferences to 
reverse the outstanding rejections and objections in connection with the present 
application and permit each of Claims 1-83 to be passed to allowance in connection 
with the present application. 

Should there be any outstanding matters that need to be resolved in the present 
application, the Examiner is respectfully requested to contact Michael D. Wiggins, at the 
telephone number of the undersigned below. 

If necessary, the Commissioner is hereby authorized in this, concurrent, and 
future replies, to charge payment or credit any overpayment to Deposit Account No. 08- 
0750 for any additional fees required under 37 C.F.R. § 1.16 or under 37 C.F.R. § 1.17; 
particularly, extension of time fees. 



MDW/JJC 

Please address all correspondence to : 
Harness, Dickey & Pierce, P.L.C. 
5445 Corporate Drive 
Suite 200 
Troy, Ml 48098 
Customer No. 26703 
Phone. No. (248) 641-1600 
Fax. No. (248)641-0270 



Respectfully submitted, 



HARNESS, DICKEY, & PIERCE, P.L.C. 




Michael D. 
Reg. No. 34,754 
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IX. APPENDIX A 

CLAIMS APPENDED 

This is a complete and current listing of the claims. 

1 . A secure hard drive, comprising: 

a storage medium that stores encrypted digital content and corresponding 
encrypted content keys; 

a public key decryption module that receives one of said encrypted 
content keys from said storage medium and that decrypts said encrypted content key 
using a private key and generates a content key; and 

a block decryption module that receives said encrypted digital content 
corresponding to said one of said encrypted content keys from said storage medium 
and said content key from said public key decryption module and that decrypts said 
encrypted content using said content key, 

wherein said private key is generated based on a device specific 
identification (ID). 

2. The secure hard drive of Claim 1 wherein said storage medium is a 
magnetic storage medium. 

3. The secure hard drive of Claim 1 wherein said public key decryption 
module and said block decryption module are implemented by a system on chip (SOC). 
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4. The secure hard drive of Claim 1 further comprising: 

a content player that receives said decrypted digital content from said 
block decryption module and that generates at least one of an analog output signal and 
a digital output signal; and 

an ID module that provides said device specific ID, 

wherein said public key decryption module generates said private key 
using said device specific ID and then generates said content key based on said private 
key. 

5. The secure hard drive of Claim 1 further comprising a controller that 
performs buffer management and timing of read/write operations. 

6. A system comprising the secure hard drive of Claim 5 and further 
comprising: 

an external host; and 

a control interface that provides a communications interface between said 
controller and said external host. 

7. The system of Claim 6 wherein said external host is one of a computer 
and a portable media player. 
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8. The secure hard drive of Claim 4 further comprising a watermark detector 
that communicates with an output of said content player and that determines whether 
said analog signal that is output by said content player contains a watermark. 

9. The secure hard drive of Claim 1 wherein said storage medium stores a 
content directory having content directory entries for said content. 

10. The secure hard drive of Claim 9 wherein said public key decryption 
module performs digital signature verification of said content directory entry 
corresponding to said content that is selected for play. 

11. The secure hard drive of Claim 9 wherein at least one of said content 
directory entries contains a clear content counter that specifies a portion of said 
corresponding content that is not encrypted. 

12. The secure hard drive of Claim 9 wherein at least one of said content 
directory entries includes a content distributor ID field that identifies a content distributor 
supplying said corresponding content. 

13. The secure hard drive of Claim 9 wherein at least one of said content 
directory entries includes a content status field that has one of an active status and a 
passive status, wherein said active status enables playback and said inactive status 
disables playback. 
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14. The secure hard drive of Claim 9 wherein at least one of said content 
directory entries includes a signature field for said content distributor supplying said 
corresponding content. 

15. The secure hard drive of Claim 9 wherein at least one of said content 
directory entries includes a content key location field that contains a first offset value 
that points to a content key for said selected content in a content key block stored on 
said storage medium. 

16. The secure hard drive of Claim 9 wherein at least one of said content 
directory entries includes a content location field that contains a second offset value that 
points to said selected content in an encrypted content block stored on said storage 
medium. 

17. The secure hard drive of Claim 1 wherein said content includes at least 
one of audio, video, and still pictures. 

1 8. The system of Claim 6 further comprising: 
a distributed communications network; and 

a content distributor that transmits encrypted content, an encrypted 
content key, and a content directory entry for a content selection to said secure hard 
drive via said external host and said distributed communications network. 
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19. The secure hard drive of Claim 1 wherein said storage medium contains 
encrypted content that is pre-stored thereon. 

20. A secure hard drive, comprising: 

a magnetic storage medium that stores encrypted digital content and 
corresponding encrypted content keys; 

a system on chip (SOC) including: 

a public key decryption module that receives one of said encrypted 
content keys from said magnetic storage medium and that decrypts said encrypted 
content key using a private key of said SOC to generate a content key; and 

a block decryption module that receives said encrypted digital 
content corresponding to said one of said encrypted content keys from said magnetic 
storage medium and said content key from said public key decryption module and that 
decrypts said encrypted content using said content key, 

wherein said public key decryption module generates said private key 
based on a device specific identification (ID). 

21 . The secure hard drive of Claim 20 further comprising a content player that 
receives said decrypted digital content from said block decryption module and that 
generates an analog output signal. 
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22. The secure hard drive of Claim 20 further comprising a chip ID module 
that provides said device specific ID for said SOC, wherein said private key and a public 
key of said SOC are based on said chip ID. 

23. The secure hard drive of Claim 20 wherein said SOC further includes a 
controller that performs buffer management and timing of read/write operations. 

24. A system comprising the secure hard drive of Claim 23 and further 
comprising: 

an external host; and 

a control interface that provides an interface between said controller and 
said external host. 

25. The secure hard drive of Claim 21 further comprising a watermark 
detector that communicates with an output of said content player and that determines 
whether said analog signal that is output by said content player contains a watermark. 

26. The secure hard drive of Claim 20 wherein said magnetic storage medium 
stores a content directory having content directory entries for said content. 

27. The secure hard drive of Claim 26 wherein said public key decryption 
module performs digital signature verification of said content directory entry 
corresponding to said content that is selected for play. 
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28. The secure hard drive of Claim 26 wherein at least one of said content 
directory entries contains at least one of a clear content counter that specifies a portion 
of said corresponding content that is not encrypted, a content distributor ID field that 
identifies a content distributor supplying said corresponding content, a content status 
field that has one of an active status and a passive status, wherein said active status 
enables playback and said inactive status disables playback, a signature field for said 
content distributor supplying said corresponding content, a content key location field 
that contains a first offset value that points to a content key for said selected content in 
a content key block stored on said magnetic storage medium, and a content location 
field that contains a second offset value that points to said selected content in an 
encrypted content block stored on said magnetic storage medium. 

29. The secure hard drive of Claim 20 wherein said content includes at least 
one of audio, video, and still pictures. 

30. The system of Claim 24 further comprising: 
a distributed communications network; and 

a content distributor that transmits encrypted content, an encrypted 
content key, and a content directory entry for a content selection to said secure hard 
drive via said external host and said distributed communications system. 
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31 . A secure hard drive, comprising: 

storing means for storing encrypted digital content and corresponding 
encrypted content keys; 

public key decryption means for receiving one of said encrypted content 
keys from said storing means and for decrypting said encrypted content key using a 
private key to generate a content key; and 

block decryption means for receiving said encrypted digital content 
corresponding to said one of said encrypted content keys from said storing means and 
said content key from said public key decryption means and for decrypting said 
encrypted content using said content key, 

wherein said private key is generated based on a device specific 
identification (ID). 

32. The secure hard drive of Claim 31 wherein said storing means includes a 
magnetic storing medium. 

33. The secure hard drive of Claim 31 wherein said public key decryption 
means and said block decryption means are implemented by a system on chip (SOC). 

34. The secure hard drive of Claim 31 further comprising: 

content playing means for receiving said decrypted digital content from 
said block decryption means and for generating at least one of an analog output signal 
and a digital output signal; and 
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an ID means for providing said device specific ID, 

wherein said public key decryption means generates said private key 
using said device specific ID and then generates said content key based on said private 
key. 

35. The secure hard drive of Claim 31 further comprising controller means for 
performing buffer management and timing of read/write operations. 

36. A system comprising the secure hard drive of Claim 35 and further 
comprising: 

an external host; and 

control interface means for providing a communications interface between 
said controller means and said external host. 

37. The system of Claim 36 wherein said external host is one of a computer 
and a portable media player. 

38. The secure hard drive of Claim 34 further comprising watermark detecting 
means that communicates with an output of said content playing means for determining 
whether said analog signal that is output by said content playing means contains a 
watermark. 



26 



MP0386 Ser. No. 10/796,599 

39. The secure hard drive of Claim 31 wherein said storing means stores a 
content directory having content directory entries for said content. 

40. The secure hard drive of Claim 39 wherein said public key decryption 
means performs digital signature verification of said content directory entry 
corresponding to said content that is selected for play. 

41. The secure hard drive of Claim 39 wherein at least one of said content 
directory entries contains clear content counting means for specifying a portion of said 
corresponding content that is not encrypted. 

42. The secure hard drive of Claim 39 wherein at least one of said content 
directory entries includes a content distributor ID field that identifies a content distributor 
supplying said corresponding content. 

43. The secure hard drive of Claim 39 wherein at least one of said content 
directory entries includes a content status field that has one of an active status and a 
passive status, wherein said active status enables playback and said inactive status 
disables playback. 

44. The secure hard drive of Claim 39 wherein at least one of said content 
directory entries includes a signature field for said content distributor supplying said 
corresponding content. 
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45. The secure hard drive of Claim 39 wherein at least one of said content 
directory entries includes a content key location field that contains a first offset value 
that points to a content key for said selected content in a content key block stored on 
said storing means. 

46. The secure hard drive of Claim 39 wherein at least one of said content 
directory entries includes a content location field that contains a second offset value that 
points to said selected content in an encrypted content block stored on said storing 
means. 

47. The secure hard drive of Claim 31 wherein said content includes at least 
one of audio, video, and still pictures. 

48. The system of Claim 36 further comprising: 

distributed means for providing a distributed communications 

network; and 

content distributor means for transmitting encrypted content, an encrypted 
content key, and a content directory entry for a content selection to said secure hard 
drive via said external host and said distributed means. 

49. The secure hard drive of Claim 31 wherein said storing means contains 
encrypted content that is pre-stored thereon. 
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50. A secure hard drive, comprising: 

magnetic storing means that stores encrypted digital content and 
corresponding encrypted content keys; 

a system on chip (SOC) including: 

public key decryption means for receiving one of said encrypted 
content keys from said magnetic storage means and for decrypting said encrypted 
content key using a private key of said SOC to generate a content key; and 

block decryption means for receiving said encrypted digital content 
corresponding to said one of said encrypted content keys from said magnetic storing 
means and said content key from said public key decryption means and for decrypting 
said encrypted content using said content key, 

wherein said public key decryption module generates said private key 
based on a device specific identification (ID). 

51. The secure hard drive of Claim 50 further comprising content playing 
means for receiving said decrypted digital content from said block decryption means 
and for generating an analog output signal. 

52. The secure hard drive of Claim 50 further comprising chip ID means for 
providing said device specific ID for said SOC, wherein said private key and a public 
key of said SOC is based on said chip ID. 
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53. The secure hard drive of Claim 50 wherein said SOC further includes 
controller means for performing buffer management and timing of read/write operations. 

54. A system comprising the secure hard drive of Claim 53 and further 
comprising: 

an external host; and 

control interface means provides an interface between said controller 
means and said external host. 

55. The secure hard drive of Claim 51 further comprising watermark detecting 
means that communicates with an output of said content playing means for determining 
whether said analog signal that is output by said content playing means contains a 
watermark. 

56. The secure hard drive of Claim 50 wherein said magnetic storage means 
stores a content directory having content directory entries for said content. 

57. The secure hard drive of Claim 56 wherein said public key decryption 
means performs digital signature verification of said content directory entry 
corresponding to said content that is selected for play. 

58. The secure hard drive of Claim 56 wherein said content directory entries 
contain at least one of clear content counting means for specifying a portion of said 
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corresponding content that is not encrypted, a content distributor ID field that identifies a 
content distributor supplying said corresponding content, a content status field that has 
one of an active status and a passive status, wherein said active status enables 
playback and said inactive status disables playback, a signature field for said content 
distributor supplying said corresponding content, a content key location field that 
contains a first offset value that points to a content key for said selected content in a 
content key block stored on said magnetic storing means, and a content location field 
that contains a second offset value that points to said selected content in an encrypted 
content block stored on said magnetic storing means. 

59. The secure hard drive of Claim 50 wherein said content includes at least 
one of audio, video, and still pictures. 

60. The system of Claim 54 further comprising: 

distributed means for providing a distributed communications 
network; and 

content distributor means for transmitting encrypted content, an 
encrypted content key, and a content directory entry for a content selection to said 
secure hard drive via said external host and said distributed means. 

61 . A method for distributing digital content, comprising: 

(a) storing encrypted digital content and corresponding encrypted content 
keys on a storage medium; 
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(b) receiving one of said encrypted content keys from said storage 

medium; 

(c) decrypting said encrypted content key using a private key to generate 
a content key; 

(d) receiving said encrypted digital content corresponding to said one of 
said encrypted content keys from said storage medium; 

(e) decrypting said encrypted content using said content key, and 

(f) generating said private key based on a device specific identification 

(ID). 



62. The method of Claim 61 wherein said storage medium is a magnetic 
storing medium. 

63. The method of Claim 61 further comprising generating at least one of an 
analog output signal and a digital output signal based on said decrypted digital content. 

64. The method of Claim 61 further comprising interfacing with an external 

host. 



65. The method of Claim 63 further comprising determining whether said 
analog signal contains a watermark. 
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66. The method of Claim 61 further comprising storing a content directory 
having content directory entries for said content on said storage medium. 

67. The method of Claim 66 further comprising performing digital signature 
verification of said content directory entry corresponding to said content that is selected 
for play. 

68. The method of Claim 66 further comprising specifying a portion of said 
corresponding content that is not encrypted using a clean content field in at least one of 
said content directory. 

69. The method of Claim 66 further comprising identifying a content distributor 
supplying said corresponding content using a content distributor ID field in at least one 
of said content directory entries. 

70. The method of Claim 66 wherein at least one of said content directory 
entries includes a content location field that contains a second offset value that points to 
said selected content in an encrypted content block stored on said storage medium. 

71. The method of Claim 66 wherein at least one of said content directory 
entries includes a signature field for said content distributor supplying said 
corresponding content. 
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72. The method of Claim 66 wherein at least one of said content directory 
entries includes a content key location field that contains a first offset value that points 
to a content key for said selected content in a content key block stored on said storing 
means. 

73. The method of Claim 66 wherein at least one of said content directory 
entries includes a content location field that contains a second offset value that points to 
said selected content in an encrypted content block stored on said storing means. 

74. The method of Claim 61 wherein said content includes at least one of 
audio, video, and still pictures. 

75. The method of Claim 64 further comprising: 
providing a distributed communications network; and 

transmitting encrypted content, an encrypted content key, and a content 
directory entry for a content selection from at least one content distributor to said secure 
hard drive via said external host and said distributed communications network. 

76. The method of Claim 61 further comprising pre-storing encrypted content 
on said storage medium. 

77. The method of Claim 61 further comprising performing steps (b), (c), (d) 
and (e) using a system on chip (SOC). 
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78. The secure hard drive of claim 1 wherein said public key decryption 
module generates said private key based on said device specific ID. 

79. The secure hard drive of claim 78 wherein said device specific ID is an ID 
associated with the secure hard drive. 

80. The secure hard drive of claim 78 wherein said public key decryption 
module generates a public key based on said private key and generates said content 
key based on said public key. 

81. The secure hard drive of claim 1 wherein said public key decryption 
module generates said private key based on a device specific ID. 

82. The secure hard drive of claim 1 wherein said public key decryption 
module generates said private key based on a chip ID. 

83. The secure hard drive of claim 1 wherein said public key decryption 
module generates said private key based on a chip ID of the secure hard drive. 
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XI. APPENDIX C 



NO RELATED PROCEEDINGS APPENDED 
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